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Backgrounds

,» There’s no place to hide
When two worlds collide”

X.509 vs. non-X.509

« PGP, GPG, DNSSEC...
« SSL/TLS, XML signature, S/MIME, CMS, code signing...
Web of Trust vs. Trusted Third Party
« PGP, GPG...

» CA-hierarchy




Backgrounds

Diffie-Hellman

Diffie-Hellman

prime mmber:

p =23 (public)
base mmber:

g=23 (public)
secret mumbers:

a=é (private)

k=15 (private)
public values:

A=gramdp= 5"¢ mod 23 = 3

B=g*bmoyd p = 515 mod 23 = 19
shared secret key:

Z=Abmd p= 8~15mod 23 = 2

Z=0Bamdp=1%"¢ mod 23 = 2



Backgrounds

RSA

RSA
prime mumbers and p(n):
p =13 (private)
q=11 (private)
n =p ¥ g = 143 (public)
pn) = (p - 1) * (g - 1) =120
coprime mumber to @{n):
e =7 (public)
e * d =1 (mcd @(n))
T * 103 =721 =1 + & * 120
d = 103 (private)
public key:
n =143
g =17
private key:
n = 143
d = 103
operations:
data = 3
gignature = (data)~d mocd n = 3~103 mod 143 = 16
data = (3ignature)"e mcd n = 167 mod 143 = 3
cipher = (data)~e mcd n = 37 mod 143 = 42
data = {cipher)~d mod n = 42103 mod 143 = 3



CA anatomy

architecture

LDAP/X.500

CA




architecture and DigiNotar

| General | Details |Cerh'ﬁn3h'on Path

CA anatomy

| General | Details |Cerh'ﬁn3h'on Path

General | Details | Certification Path

Shaowes | <All=

Field
Signathe algorithm
SignaiJJre hash algerithm
Issuer
Valid from
valid to

51 Subject

Pubic key

[zl & ity Trfrrmation Arrecs

Value

shalRSA
shal

info@diginatar.nl, DigiNotar P...

2011, jalius 10, 20:06:30
2013, jdlius 9. 20:06:30
*.google.com, PKOO

RSA (2048 Bits)

M1anthnrite Tnfm Arreee: Are

CM = *.google.com

L = Mountain View
O = Google Inc
C=U5

SERIALNUMBER. = PKO00225200002

EditProperties... | = CopytoFie... |

Learn more about certificate details

Shaowes | <All=

Field

Signathe algorithm
SignaiJJre hash algerithm

uer info@diginatar.nl, DigiNotar P...
[=]valid from 2011, jilius 10, 20:06:30
[=]valid to 2013. jdlius 9. 20:06:30
[=] subject * google.com, PKODD2252000. ..

[=]Public key RSA (2048 Bits)
[zl tu ity Trfrrmation Arrecs  [1] & tharity Tnfn Arrees: Are

E = info@diginotar.nl

CM = DigiMotar Public CA 2025
O = DigiNotar

C =ML

EditProperties... | = CopytoFie... |

Learn more about certificate details

Certification path
DigiMotar Root CA

“ogl *.google. com

View Certificate

Certificate status:

is certificate was revoked by its certification autharity.

Learn more about certification paths

o |

o |




CA anatomy

architecture and DigiNotar

CA server logging Identfied intruder 1P addresses
. "CA gerverzs did not log To & 3eparate gecure log zerver. All the inwvestigated log
filez originated from servers that had been compromised™

- "integrity of blocks of date within the log files can be wverified using a
gignature [...] Two log files failed the werification by the CA zoftware™

Internet

CA software
- "The product used waz the R3A Certificate Manager (RSA CM). [...] Clder wersions
of this software are known as BRS5A Heon."
- "no link could ke established between a certificate and an entry in the log files
cn the bas=is of a serial number.”

CA keystore

* "DigiHotar used nCipher netHSM 500s3"

- "Ch zervers had accessz to the nCipher netHSM that was alsc lecated in Secure-net”

* "on the Qualified-CA =zerwver, it appeared that some of the DLLs that were used to
access the netH5M had been modified™

* "private keys were activated in the netHSM using smartcards™

- "log entries were found that indicated the sutcmatic generation of a Certificate
Bevocation List {CRL} [...] which can only cccur if a priwvate key was active on
the netHSM™

Date Hotes
2011-06-17 "the Main-webk and the Docprocociz web server were compromised”
2011-07-01 T"Iirat =scanning activity occurred In Secure-net™
2011-07-10 T"Iirat rogue certificate was succe3szfully created on the Eelation-CA server
[+..]0C5F requeats for rogue certificates started arriving [...] from an
O5L subscribker in Iran”
2011-07-27 "Firat OCSF requeat at DigiNctar Ior the rogue wildcard Gocgle certificate™
Z011-07-2E TattemptTs were made To wveriliy the rogue login.yahoo.com certificate by IF
addrezs=zes originating from the Islamic Republic of Iran™
2011-08-04 "mazaive activity on the COC5F responder for a rogue *.google.com certificate
ocriginating from the Islamic Bepublic of Iran”
2011-08-31 Toogle Chrome blacklisted g liat of known rogue serilal numbers”™

' FOXIT




CA anatomy

CRL caching, OCSP stapling and legal requirements

* signed data

 issued periodically (e.g. 4 hours, 24 hours, in case of certificate revocation)

= ASN.1 Editor - Opening File: crl-root.crl = = Certificatelist
File View Tools Help Certificatelist ::= SEQUENCE |
[ ST ST 5 thsCertlist TESCertlLiat,
D”|H|@| |I|| %|X|‘i%| signatureAlgorithm AlgorithmlIdentifier,
E' {0,1258) SEQUENCE zignatureValue EIT STIRING
. 8
: i
BT (4,211) SEQUENCE
..... (7,1) INTEGER : '1' TBSCertlist t:= SEQUENCE {
version Versicn OFTIONAL,
@7 (10,13) SEQUENCE =ignature AlgorithmIdentifier,
&% (25,102) SEQUENCE izsuer Hame,
41} (129,13) UTC TIME : '1312021107432° thisgggate gim'oprm
nextlUpdate ime MAL
-0 (144,13) UIC TIME : '1812021107492° revokedCertificates SEQUENCE OF SEQUENCE |
[—]fg' {159,40) SEQUENCE userlertificate CertificateSeriallumber,
EI T&' (161,18) SEQUENCE revocaticnDate Time,
; y 2o crlEntryExtensions Extensions OPTIOMAL
o (163,1) INTEGER : } OFTIONAL,
: f}} {166,13) UIC TIME : '3951009%233205Z" crlExtensicns [0] EXFLICIT Extensions OFTICOHAL
=T (181,18) SEQUENCE 1
..[l] (123,1) INTEGER : '3
.£T% (126,13) UIC TIME : '951201010000Z"
m-@ (201,15) CONTEXT SPECIFIC (0)
BT (218,13) SEQUENCE
€ (220,9) OBJECT IDENTIFIER : : '1.2.840.113549.1.1.11"
) 231,0) wur

----- Il (233,1025) BIT STRING UnusedBita: 0 : '02128BCFOBS595R0537FD0136142340FBCS5408BTFS1EDAESAES9F0DECOESTOERRECFE




CA anatomy
CRL caching, OCSP stapling and legal requirements
* signed data

» instant response based on actual state of CA database

= ASN.1 Editor - Opening File: ocsp-root.bin = = BasicOCSPResponse
File View Tools Help BasicOCS5PResponse ::= SEQUENCE {
__________ tbeRespongelata Respcnaselata,
@lnl@l | I = | gignatureflgorithm IlgorithmIdentifier,
signature BIT 3TRING,
T2 (0,2237) SEQUENCE certs [0] EXPLICIT SEQUENCE OF Certificate OFTIONAL
(4,1) ENUMERATED : '00° 1
E@ {7,2230) CONTEXT SPECIFIC (0} ResponseData ::= SEQUENCE |
=5 E‘ {11,2226) SEQUENCE version [0] EXFLICIT Wersion DEFRULT wvl,
€ (15,9) OBJECT IDENTIFIER : : '1.3.6.1.5.5.7.48.1.1° responderID ResponderID,
H producedit GeneralizedTime,
Em {26,2211) CCTET STRING responaes SEQUENCE OF SingleResponsze,
2% (30,2207) SEQUENCE responseExtensions [1] EXFLICIT Extensions OPTIOHAL
=B (34,219) SEQUENCE 1
w-G (37,22) CONIENT SPECIFIC (2) SingleResponse ::= SEQUENCE {
@ {81,15) GEMERALIZED TIME : '20131108125843Z" certll CertlD,
-5 (78,134) SEQUENCE certStatus CertStatus,
: thisUpdate GeneralizedTime,
E""'EE' (81,131) SEQUENCE nextUpdate [0] EXPLICIT GeneralizedTime OPTIONAL,
E---'F_:‘.:' {84,91) SEQUENCE szingleExtensions [1] EXPLICIT Extensicns OPTIOMAL
582 (26,11) SEQUENCE }
n (99,32) OCIET STRING : '"15606DD70C4CT7974E8D349234ACR96DGBAT49RE3CBARBE449FETIDIEOTTCLE CertStatus ::1= CHOICE {
m {133,32) OCIET STRING : "73EDA3&DFAFCRGBleOES1ACECEDCBSSRASD30RIER35624T1C5BCORIFGE2T good [0] IMPLICIT MWULL,
{167,8) INTEGER : 'S1C1ER455987240R" Tevoked [1] IMPLICIT RevokedInfoe,

unknown [2] IMPFLICIT UnknownInfo
[} (177,0) CONTEXT SPECIFIC (0) ]

@ {179,15) GENERALIZED TIME : "20131108125843Z"

BevokedInfo :i= SEQUENCE {
© (186,17) CONTEXT SEECIFIC (0} revocaticnTime GeneralizedTime,
w-G (215,39) CONIEXT SPECIFIC (1) revocaticnReason [0] EXPLICIT CRLReason OPTIONAL
599 (256,13) SEQUENCE }
258,9) OBJECT IDENTIFIER : : '1.2.840.113548.1.1.11°
@ (258,9) UnknownInfeo = NULL

B (z269,0) wuLL
----- [ (271,257) BIT STRING UnusedBits: 0 : "TAE139649A34D681C1150D5E2B549A5C0B99D1628D554B2E635709C008
E-@ (532,1705) CONIEXT SPECIFIC (0)




CA anatomy

CRL caching, OCSP stapling and legal requirements

good idea for short-term signatures (e.g. SSL/TLS)

can cause conflicts with legal requirements

DELETE COOKIES?!

RFC 6066 TLS5 Extension Definitions Janunary 2011
8. Certificate Status Regquest

Constrained clients may wish to use a certificate-status protocol
such as QCSP [RFC2560] to check the walidity of serwver cercificates,
in order to avoid transmission of CRLs and therefore save bandwidth
on constrained networks. This extension allows for such information
to ke sent in the TLS handshake, saving roundtrips and resources.

¢ Grace period s

7T 1 b

Build

Certification
Signature First path ESC
creation time revocation  construction Second
status and verification revocation
checking status
checking

Time-stamp or
time-mark over

signature ETSI TS 101 903 V1.4.2 (2010-12)



CA anatomy

problem of different root CA entities
* both CA entities are trusted
« commonName strings are similar

« signature verification application still does not know the backend system

OCSP

CA

CRL 7

@r certificate




CA anatomy

problem of different root CA entities
* both CA entities are trusted
« commonName strings are similar

« signature verification application still does not know the backend system

CRL

certificate W’




CA anatomy

code review and OpenSSL

« OpenSSL: 2006-09-17 - 2008-05-13 (0.9.8c-1 - 0.9.8g-9)

» ssleay_rand_add() and process ID (PID): N * 32768 key pairs
« affected Hungarian sites (trusted CAs of Microsoft Windows)

* who generated the vulnerable key pairs and the PKCS#107?

TOUR OF ACCOUNTING |§ il ame
H NINE NINE | you THAT'S THE
OVER HERE 2 NINE NINE 3 sure PROBLEM
WE HAVE OUR i NINE NINE 7| ThATS WITH RAN-
RANDOM NUMBER |§ il RANDOM?  DOMNESS
s YOU CAN
GENERATOR.
g H Y NEVER BE
1 L) s SURE.
2 g
52 2
. i
E f:_-"'_-"“"azn- B




CA anatomy

code review and OpenSSL

« affected Hungarian sites (trusted Hungarian CA)

» bank (MagNet), server hosting and ISP (GTS), critical infrastructure (MVM)

&R

Certificate

&R Certificate

&R Certificate

General | Details

Learn more about fer

Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: www.netbank.hu

Issued by: MetLock Uzleti (Class B) Tanusitvanykiado

valid from 2007.08. 13, to 2008.08.12.

Install Certificate... | Issuer Statement

CK

General |Details | Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: secure.interware.hu

Issued by: MetLock Uzleti (Class B) Tanusitvanykiado

valid from 2007.11 12, to 2008.11.11,

Install Certificate... | Issuer Statement

Learn more about te

CK

General |Details | Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: www.mvmpiacter.hu

Issued by: MetLock Uzleti (Class B) Tanusitvanykiado

valid from 2008.02. 20, to 2009.02.19.

Install Certificate... | Issuer Statement

Learn more about £ert

CK




CA anatomy

code review and OpenSSL
- affected Hungarian sites (other trusted CAs)

* mobile operator (Telenor), auction (TeszVesz), webshop (ComputerEmporium)

&R Certificate &R Certificate &R Certificate

General |Details | Certification Path General |Details | Certification Path General |Details | Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: *.pannon.hu

Issued by: UTM-USERFirst-Hardware

Valid from 2008.02, 18, to 2009.0Z.19.

Install Certificate... | | Issuer Statement

Learn mare about Fer

OK

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: ssl.teszvesz.hu

Issued by: Thawte Server CA

Valid from 2007.07 12, to 200%.07.11.

Install Certificate... | Issuer Statement

Learn more about 2

OK

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: www.computeremparium,hu

Issued by: Thawte Premium Server CA

Valid from 2008.04.07, to 2011.04.08.

Install Certificate... | Issuer Statement

Learn mare about Fert

OK




X.509 anatomy

RSAPublicKey, RSAPrivateKey

gl Certificate “ RSAPublicKey
. R5APublicKey ::= SEQUENCE {
General | Details | Certification Path modulus INTEGER, -- n
publicExponent INTEGER -— e
Show: | <All> w }
RSAPrivateKey
Field Value &
RSAPrivateKey ::= SEQUENCE
[E]subject info@ca.hu, CN end user, OU ... o { wersion Version,
ic key RSA (8192 Bits) modulus INTEGER, --n
(5 |Enhanced Key Usage Client Authentication (1.3.6.1.... DUl?liCE;PGﬂEHY- %g%gggr - 5
. . privateExponent . -
[ii | subject Key Identifier 60 5F6b 19 1F 4306 6b 024 ... bt LITEGER. - B
{5 | Authority Key Identifier KeyID=2b b4 ff dc c8 69 5cdd... prime? INTEGER, —- g
@CRL Distribution Paints [1]CRL Distribution Point: Distr... exponentl INTEGER, -- d mod (p-1)
@Autﬁuﬂty Information Access  [1]Authority Info Access: Acc... EXP;?_H“_SZ c igigﬁif - d[_mod tq—li_ ) a
: » . v coefficien , -— (inverse of q) mod D
| Racic ranstrainte Sihiert Tyna=Fnd Ftity_Pat otherPrimeInfos  OtherPrimeInfos OPTIONAL

3082040a0282040100c45deeTcal efcl dl 424b57 0481 BF A
40 02 1f bc 86 0d 95 58 9a 70 07 18 bc 8b ab f% dfbf c2 2a 65 2a 77
84d015ddb2612d8b 76 1€ 07 29 fe 1668 8c 9d 03 3fbfba 2 b
3e 17 cb 3a 79 ¢5 76 38 f6 1 83 9c 77 af 50 Oa cb b3 0F 57 b% 33 50
31ac7325335f35a3 17 1a c4 ce 11 32 98 ae eb Ob f5 82 60 b7 64
930434 f84b0986b b7 16 ea aB fd 31 ce 5668 d3 89 de a3 a7 bl ed
bd b8 8f b3 a0 9c 12 56 10 1984 6aadee 59 19 cO 6661 53 ad el Ge
cB152634e6b0e0 42138923 576d c25d22df92eB61633a22 o,

Edit Properties... Copy to File...

Learn more about certificate details

& ASN.1 Editor - Opening File: test-end.key = =

File View Tools Help
= | 5| %|@

2 0 s650) sequmc]

(4,1) INTEGER : '0°

(7,1025) INTEGER : '00C45DEETCA1EFC1D0424BS704E18F40021FBCE60095989A700718EBCEBABFIDFBFC22A652A77A400150082
(1036,3) INTEGER : '&5537°

(1041,1025) INTEGER : '00BF0499C40C4461CDCE10214238101598F3R0C2666E2DF4A1FFD365E01SCCL07805151BCEO4B0ARAS
(2070,513) INTEGER : '00EDI3ER4ETSCASDFDEARIDASG3TA09FT10CEADEC4BFOG6E3DC2TT61FEQ9E8SEETTEEI0E29EED2ZDLFBOEC
(2587,513) INTEGER : '00D39249279FDAR3EDTSBAAS613CED1E814A5A2FDC2D044ATEA6332M8E0228693B639CR54E76B32E2420
(3104,513) INTEGER : '009FD45485BE650EE56029875428T45D0FBT1ABEE3 440855 TE232821BAC03964573T1E2DFTBOCEICEBS2F
] (3621,513) INTEGER : '00ABL1B4BA707C243C53D59F39615EE0DASISETE511D330D20AECFOFEABOSAIAIIDCS345602D14687BEDD
(4138,512) INTEGER : 'S2A33B3959C3F22026F2194ABDT915SEBGACICO0TIDIFESEGE2DEEEIECEDEDS940DFB424068AEIEETTODT




X.509 anatomy

keyUsage

al Certificate “ keyUsage
. id-ce-keyllsage OBJECT IDENTIFIER ::= [ id-ce 15 }
General | Details | Certification Path
KeylUsage ::= BIT STRING |
Show: | <All> w digitalSignature (0],
- nenRepudiation (1),
keyEncipherment (2),
Field Value & dataEncipherment (3),
ke reement 4
[ii Enhanced Key Usage Client Authentication (1.3.6.1.... keiﬁgrt—.Sign E5; :
[5i | subject key Identifier 60 5F6b 19 1743 06 6b 024 ... cRLSign 6),
[55 | Authority Key Tdentifier KeyID=2b b4 ff dc c8 69 5cdd... encipherOnly (7,
[5|CRL Distribution Paints [1]CRL Distribution Paint: Distr... ; deeipherOnly 8
@Autﬁonty Information Access  [1]Authority Info Access: Acc...
Basic Constraints Subject Type=End Entity, Pat.
Thi rmhrrint slnnrithm chat hd
Digital Signature, Non-Repudiation, Key Endpherment, Data
Encipherment, Key Agreement (f8)
Edit Properties... Copy to File...
Learn more about certificate details
& ASN.1 Editor - Opening File: test-end.crt = =

File View Tools Help

=3¢ 3B
=T (1366,14) SEQUENCE ~
OBJECT IDENTIFIER
43 {1373,1) BOOLEEN : 'FE"
- (1376,4) OCTET SIRING
LIl {1378, 2) BIT STRING UnusedBits: 3 : "F&'
B8 (1382,81) SEQUENCE
-§W (1384,3) OBJECT TDENTIFIER : extKeyUsage : '2.5.29.37"
-8 (1329,74) OCTET SIRING
B8 (1391,72) SEQUENCE

-4 (1393,8) OBJECT IDENTIFIER : clientZuth : '1.3.6.1.5.5.7.3.2"

-4 (1403,8) OBJECT IDENTIFIER : serverButh : '1.3.6.1.5.5.7.3.1"

) (1413,8) OBJECT IDENTIFIER : emailProtection : '1.3.6.1.5.5.7.3.4'

-§¥ (1423,10) OBJECT IDENTIFIER : s5z0ID_KP SMARTCRRD LOGON : 'l.3.6.1.4.1.311.20.2.2'
-§® (1435,8) OBJECT IDENTIFIER : codeSigning : '1.3.6.1.5.5.7.3.3"

W (1445,3) OBJECT IDENTIFIER : timeStarping : '1.3.4.1.5.5.7.3.8"

) (1455,8) OBJECT IDENTIFIER : : '1.3.6.1.5.5.7.3.9'




X.509 anatomy

extKeyUsage

Al Certificate “ extReyUsage
- id-ce-extKeyUsage OBJECT IDENTIFIER ::= { id-ce 37 }
General | Details | Certification Path
ExtKeyUsageSyntax ::= SEQUENCE SIZE (l..MRX) OF KeyPurpcseld
Show: | <All> w
HeyPurposelId ::= OBJECT IDENTIFIER
Field Value ~ anyExtendedKeyUsage  OBJECT IDENWTIFIER ::= { id-ce-extKeyUsage 0 }
[ subject info@ca.hu, CN end user, OU ... id-kp OBJECT IDENTIFIER ::= { id-pkix 3 |}
[=] Public key RSA (3192 Bits)
i id-kp-serveriuth OBJECT IDENTIFIER ::= { id-kp 1 }
. - -- TLS WWW server suthentication
SUb]ECt Key Identifier B0 576 19 1f 4306 6b 02 ed ... -- Key usage bits that may be consistent: digitalSignature,
@Autﬁor\ty Key Identifier KeyID=2b b4 ff dc ¢8 69 5cdd... -- keyEncipherment or keyAgreemsnt
@CRL Distribution Points [1]CRL Distribution Point: Distr...
: N . id-kp-clientiuth CBJECT IDENWTIFIER ::= { id-kp 2 }
Authority Information Access  [1]Authority Info Access: Acc... B X n .
= | Rasic Crnatrainte Sihiert Tune=Fnd Fntity_Bat & -~ ILS WWW client suthentication R
-- Key usage bits that may be consistent: digitalSignature

-- and/or keyhgreement

Client Authentication {1.3.6.1.5.5.7.3.2)

Server Authentication (1.3.6.1.5.5.7.3.1) id-kp-codeSigning OBJECT IDENTIFIER ::= { id-kp 3 |

Secure Email (1.3.6,1.5.5.7.3.4) -- Signing of downleadable executable code

Smartt_:arf:l Logon (1.3.6.1.4.1.311.20.2.2) -- Key usage bits that may be consistent: digitalSignature
Code Signing (1.3.6.1.5.5.7.3.3)

Tme Stamping (1.3.6.1.5.5.7.3.8) if-kp-emailProtection OBJECT IDENTIFIER ::= { id-kp 4

OCSP Signing (1.3.6.1.5.5.7.3.9) id-kp-emailProtection OB Erail provection {id-kp 4}

-- Key usage bits that may be consistent: digitalSignature,
-- nenBepudiation, and/or (keyEncipherment or keyRgreement)

Edit Properties. .. Copy to File... id-kp-timeStamping OBJECT IDENTIFIER ::= { id-kp & }
. -- Binding the hash of an object to a time
Learn more about certificate detsils -- Key usage bits that may be consistent: digital3ignature

-- and/or nonRepudiation

id-kp-0C5ESigning CBJECT IDENTIFIER ::= { id-kp 9 }
-- Signing QCSP respcnses
-- Key usage bits that may be consistent: digitalSignature
-- and/or nonRepudiation

& ASN.1 Editor - Opening File: test-end.crt = =

File View Tools Help
s|x|B

=1=1kd
=5 (1366,14) SEQUENCE ~
----ﬂ {136&,3) OBJECT IDENTIFIER : keyUsage : '2.5.29.15'
-4 (1373,1) BOOLEEN : 'FE'
=] m {1376,4) OCTET STRING

LA (1378,2) BIT STRING UnusedBita: 3 : "F&°

[—]E‘,' (1382,81) SEQUENCE
OBJECT IDENTIFIER

-8 (1329,74) OCTET SIRING
E-T8 (1391,72) SEQUENCE
: {1393,8) OBJECT IDENTIFIER : clientRuth : '1.3.6.1.5.5.7.3.2"
{1403,8) OBJECT TDENTIFTER : serverButh : '1.3.6.1.5.5.7.3.1"
{1413,8) OBJECT IDENTIFIER : emailProtection : '1.3.6.1.5.5.7.3.4°
{1423,10) OBJECT IDENTIFIER : sz0ID KF_SMARTCARD LOGON : '1.3.6.1.4.1.311.20.2.2°
{1435,8) OBJECT IDENTIFIER : codeSigning : '1.3.6.1.5.5.7.3.3"
{1445, 8) OBJECT TDENTIFTER : timeStamping : '1.3.6.1.5.5.7.3.8"
{1455,8) OBJECT IDENTIFIER : : '1.3.6.1.5.5.7.3.9




X.509 anatomy

basicConstraints

s Certificate “ basicConstraints
General | Details | Certification Path id-ce-basicConatraints OBJECT IDENTIFIER ::= { id-ce 19 }
BasicConstraints ::= SEQUENCE {
Show: | <All> w BOCLERN DEFAULT FRLSE,
pathlenConstraint INTEGER (0. .MRX) CPTIONMAL
Field Value &
@Enhanced Key Usage Client Authentication (1.3.6.1....
[5i | subject key Identifier 60 5F6h 19 1F 43 06 6b 0224 ...
[55 | Authority Key Tdentifier KeyID=2b b4 ff dc c8 69 5cdd...
CRL Distribution Points [1]CRL Distribution Point: Distr...
@Autﬁor\ty Information Access  [1]Authority Info Access: Ac
Basic Constraints Subject Type=End Entity, P.
KIKEY Usage Digital Signature, Non-Repudia...
=l Thimbnrint alnnrithm zhai
Subject Type=End Entity
Path Length Constraint=Mone
Edit Properties... Copy to File...

Learn more about certificate details

& ASN.1 Editor - Opening File: test-end.crt = =

File View Tools Help

=3¢ 3|x|@
Mo (282,1058) SEQUENCE
T (286,13) SEQUENCE
&) (288,9) OBJECT IDENTIFIER : raaEncryption : '1.2.840.113549.1.1.1"
L (299,0) mLL
=l {301,1039) BIT STRING UnusedBits: O
&9 (306,1034) SEQUENCE
. (310,1025) INTEGER : 'OOC4SDEETCAIEFCID0424BS5T04E18F40021FBCAA0DI5989A700718BCEEARFIDFRFC2226
(1339,3) INTEGER : '£5537'
@ (1344,398) CONTEXT SPECIFIC (3)
BB (1348,394) SEQUENCE
R 1552, 12) seqoeice]
€ (1354,3) CBJECT IDENTIFIER : basicConstraints : '2.5.29.19"
-4 (1359,1) BOCLEAN : 'FE'
=B (1362,2) OCTET SIRING
: LMo (1364,0) SEQUENCE
%5 [1366,14) SEQUENCE




X.509 anatomy

basicConstraints and Moxie Marlinspike

openssl req
-config ./cryptonite/openssl.conf
-new
-out ./cryptonite/test-web.csr
-newkey rsa:8192

openssl rsa
-in privkey.pem
-out ./cryptonite/test-web.key

openssl x589
-in ./cryptonite/test-web.csr
-out ./cryptonite/test-web.crt
-req
-days 1826
-CA . /cryptonite/test-end.crt
-ChAkey ./cryptonite/test-end.key
-CAcreateserial
-ChAserial ./cryptonite/test-web.seq
-extfile ./cryptonite/test-web.ext
-sha256

openssl pkcsl2
-export
-in ./cryptonite/test-web.crt
-inkey ./cryptonite/test-web.key
-C5P "Microsoft Enhanced RSA and AES Cryptographic Provider”
-certfile ./cryptonite/test-root.crt
-certfile ./cryptonite/test-end.crt
-out ./cryptonite/test-web.pl2



X.509 anatomy

basicConstraints and Moxie Marlinspike

Certification Path

| General | Details |Cerh'ﬁn3h'on Path | General | Details |Cerh'ﬁn3h'on Path General | Details

Certification path
5] Chroot CA
Field Field Value : end user

i[5 en.web-server.hu
Subject info@web-server.hu, cn.web-...

Shaowes | <All=

Shaowes | <All=

5| Subject info@web-server.hu, an.web-...
[=]Pubic key RSA (8192 Bits) Public key RSA (8192 Bits)
Enhanoed Key Usage Client Authentication (1.3.6.1.... il Enhanced Key Usage Client Authentication (1.3.6.1....
Subject Key Identifier 4a469de5 7283 c994aTeb... 7| Subject Key Identifier 43 46 9d e5 7288 9 94 aTeb...
nuihority Key Identifier KeyID=a0 5f ab 19 1f 43 06 &... Authority Key Identifier KeyID=a0 5f ab 19 1f 43 06 &...
Easic Constraints Subject Type=End Entity, Pat... ct Type=End Entity, Pat...
Key Usage Digital Signature, Non-Repudia. .. Digital Signature, Non-Repudia. ..
Il':‘_EﬂThl imhinrint alnnrithm zhad Il':‘_EﬂThl imhinrint alnnrithm zhad

E = info@web-server.hu Subject Type=End Entity

CM = cn.web-server.hu Path Length Constraint=Mone
OU = OU web server

0 - O web server
C =HU

Certificate status:
is certificate does not appear to be valid for the selected purpose.

|| CopytoFie... |

Edit Properties. .. | | Copy to File. .. | Edit Properties. ..
Learn more about certificate details Learn more about certification paths

Learn more about certificate details

o | o |




X.509 anatomy

subject ,,\0” and Moxie Marlinspike

General | Details | Certification Path

| General | Details |Cerh'ﬁn3h'on Path | General | Details |Cerh'ﬁn3h'on Path

Certification path

[5] ciroot CA
: @ * hacked-domain.hu\0cn. web-server.hu

Shaowes | <All=

Shaowes | <All=

Field Value Field Value

=] tssuer info@ca.hu, CM root CA, OUT... =] tssuer info@ca.hu, CM root CA, OUT...
Valid from 2013, december 3. 9:54:35 Valid from 2013, december 3. 9:54:35
[=]valid to 2018, december 3, 9:54:35 [=]valid to 2018, december 3, 9:54:35

5| Subject info@hacked-domain.hu, *.ha... Subject info @hacked-domain.hu, *.ha...
[=]Public key RSA (3192 Bits) [=Public key RSA (3192 Bits)

Enhanced Key Usage Client Authentication (1.3.6.1.... iv3| Enhanced Key Usage Client Authentication (1.3.6.1....
Subject Key Identifier aa ffe37d25e5chebalfa... Subject Key Identifier aa ffe37d25e5chebalfa...
] & ithrite Kew Tdantifier KewTh="7h hd fF Ar 2 A0 G- dd ] & ithrite Kew Tdantifier KewTh="7h hd fF Ar 2 A0 G- dd

E = info@hacked-domain.hu Client Authentication (1.3.6.1.5.5.7.3.2)
CM = * hacked-domain.hu'0cn. web-server.hu Server Authentication (1.3.6.1.5.5.7.3.1)
OU = OU hacked domain Secure Email (1.3.6.1.5.5.7.3.4)
0 = O hacked domain smart Card Logon (1.3.6.1.4.1.311.20.2.7) View Certificate
C =HU Code Signing (1.3.6.1.5.5.7.3.3)

Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9) Certificate status:

is certificate is OK.

| EditProperties... | CopytoFie.. |

EditProperties... | = CopytoFie... |

Learn more about certificate details Learn more about certification paths

o | o |

Learn more about certificate details




X.509 anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

=

ASN.1 Editor - Opening File: test-root_bin_msg2_ASN1.crt

S oEN

File View Tools Help

=3¢ mlo|o]e] &]x|al
T (0,1492) SEQUENCE

ER ) (: os6) sequence]

- (8,3) CONTEXT SPECIFIC (0)
-8 (13,9) INIEGER :
{24,13) SEQUENCE
(39,66) SEQUENCE
{107, 30) SEQUENCE
(139, 66) SEQUENCE
o (207,546) SEQUENCE

H- @ (757,204) CONTEXT SPECIFIC (3)
M55 (964,13) SEQUENCE

of of o of of

B
£
£
E
£
£

Certificate and TBSCertificate

Certificate
theCertificate
signatureAlgorichm
signatureValue

SEQUENCE {

}

TBSCertificate SEQUENCE |
wversion
zerialNumber
signature

issuer

wvalidity

subject
subjectPublicKeyInfo
izsuerlUnigqueID
subjectUniquelID
extensions

}

MlgorithmIdentifier ::= SEQUENCE [
algorithm

parameters

'DEADBEEFO0DEADBEEEF"

----- Il (9758,513) BIT STRING UnusedBits: 0 :

"B50CCSTFDTDA3D49RA8285FTEIB2TD06C0577994636074C345338CF623095446F2A86

TBSCertificate,
AlgorichmIdentifier,
BIT STRING

[0] EXPLICIT Wersion DEFAULT +l1,
CertificateSerialNumber,
LlgerithmIdentifier,

Hame,

Walidity,

Hame,
SubjectPublicKeyInfo,

[1] IMPLICIT UniqueIdentifier CPTIONAL,

[2] IMPLICIT UnigqueIdentifier CPTIONAL,

[3] EXPLICIT Extensicna OPTICNAL

CBJECT IDEMTIFIEER,
ANY DEFINED BY algorithm OFTICHAL



X.509 anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima
» add collision bits to tbsCertificate (bin.txt — bin_msg1.txt + bin_msg2.txt)

» add/copy SEQUENCE, signatureAlgorithm, signatureValue to tbsCertificate

EX Command Prompt - B

C:%WAROH\HACE‘“collision*fastcoll_vi_D.0.5%.exe bin.txt
D5 collision generator v1.5
by Marc Stevens Chttp:/ffwme win.tue_.nlfhashclashs)

Using output filenames: “bin_msgl_txt’ and “bin_msg?_txt”’
Using prefixfile: “hin.txt”
Using initial value: 67fbB6P7c3becedbb?1665aalT1aldels

Cz%WAROH\HACE‘collision*mdSsum.exe bin_msgl_txt
d82a303ch804F103104%abc078209d071 *bin_msql_ txt

C-wAROHMWHACK»collision*mdSsum.exe bin_msg?_txt
dE2a203chBar103104%abc078209d471 *bin_msg?_txt

CoWAROHAHACKcollision>_




X.509 anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

| General | Details |Cerh'ﬁn3h'on Path

| General | Details |Cerh'ﬁn3h'on Path | General | Details |Cerh'ﬁn3h'on Path

show: | <all> show: | <All>

Shaowes | <All=

Field Value Field Value

[] subject Trusted Root of MDS-collision, ... [] subject Trusted Root of MDS-collision, ...
RSA (4096 Bits) [=]Public key RSA (4096 Bits)

Netsmpe Comment

Basic Constraints Subject Type=CA, Path Lengt... Basic Constraints

Issuer Trusted Root of MDS-collision, ... Key Usage Certificate Signing, OffHine CR.... Key Usage

\.l'alid from 2012, jdlius 7. 8:07:07 Thumbprint algorithm shal Thumbprint algorithm

Valid to 2022, julius 7. 8:07:07 Thumbprint 3892383183 f0 2948 e7 22... =) Thumbprint

IP_E;]':l himrt Trizted Bant af MOG-rnllizinn

Field Value

Version v3

Serial number de ad be ef 00 de ad be ef
=) Signature algorithm 1

Signaiure hash algerithm Subject Type=CA, Path Lengt...

Certificate Signing, OffHine CR....

3853383188 f02048eT22286e93T03c8cTh24 1240

168194 4d 44 352d 83 . MDS-c

6f 6o 6c 69 7369 6f6e olision

2082697473 3a007e bitsi~

S2bbdYaSchb4TcSef ... G.

7f1573510f0559948 1 sQ.F

21524477 c568db21 "Dw.h!

g2 3509 a%26 23 afdc 5.8

cibbedBe B 3c108f _n=. W

mdSR.SA

EditProperties... | = CopytoFie... |

EditProperties... | = CopytoFie... |

EditProperties... | = CopytoFie... |

Learn more about certificate details Learn more about certificate details

o | o | o |

Learn more about certificate details




X.509 anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

| General | Details |Cerh'ﬁn3h'on Path

| General | Details |Cerh'ﬁn3h'on Path | General | Details |Cerh'ﬁn3h'on Path

show: | <all> show: | <All>

Shaowes | <All=

Field Value Field Value

[] subject Trusted Root of MDS-collision, ... [] subject Trusted Root of MDS-collision, ...
RSA (4096 Bits) [=]Public key RSA (4096 Bits)

Netsmpe Comment

Basic Constraints Subject Type=CA, Path Lengt... Basic Constraints Subject Type=CA, Path Lengt...

Key Usage Certificate Signing, OffHine CR.... Key Usage Certificate Signing, OffHine CR....

shal Thumbprint algorithm shal
20 1c 23 40 2b 40 77 59 97 81...

Field Value

Version v3

Serial number de ad be ef 00 de ad be ef

=) Signature algorithm 1

Signaiure hash algerithm

Issuer Trusted Root of MDS-collision, ...
\.l'alid from 2012, jdlius 7. 8:07:07 Thumbprint algorithm
Valid to 2022, julius 7. 8:07:07 Thumbprint 20 1c 28 40 2b 40 77 59 97 81... =) Thumbprint

= 2 kit Truzted Bant nf MOE-rallizinn

201c 22 40 2b 40 77 59 97 81 df 94 87 d1 17 f9 80 55 4d el

168194 4d 44 352d 83 . MDS-c

6f 6o 6c 69 7369 6f6e olision

2082697473 3a007e bitsi~

S2bbdYaSchb4TcSef ... G.

7f1573510f0559948 1 sQ.F

2152 c4 T c6568db21 Mwh!

g2 3509 a%26 23 afdc 5.8

cibbedBe B 3c108f _n=. W

mdSR.SA

EditProperties... | = CopytoFie... |

EditProperties... | = CopytoFie... |

EditProperties... | = CopytoFie... |

Learn more about certificate details Learn more about certificate details

o | o | o |

Learn more about certificate details




X.509 anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

5

ASN.1 Editor -

Opening File: test-root_bin_msg1_ASN1.crt

Eile VNiew Tools Help

| @|S| BE 22| &|x]a|

] ASN.1 Editor - Opening

File View Tools Help

=8| Bz |a]E] $lx|a

o (0,1432) SEQUENCE

B-T5 (4,956) SEQUENCE

m-@ (8,3) CONTEXT SEECIFIC (0)

----- {13,9) INTEGER : 'DEADBEEFOODEADBEEF
M- (24,13) SEQUENCE

m-T5 (39,66) SEQUENCE

B-TE (107,30) SEQUENCE

B

B

q-T9 (139,46) SEQUENCE
7-%9 (207,546) SEQUENCE
g-@® (757,204) CONTEXT SEECIFIC (3)
2% (760,201) SEQUENCE
-5 (763,15) SEQUENCE
-8 (780,14) SEQUENCE
LA 756,155 sequence
i..§W (799,9) CBJECT IDENTIFIER :
=-[8 (210,151) OCTET STRING
(813,148) IAS STRING :
o-T9 (964,13) SEQUENCE
..§W (966,9) OBJECT IDENTIFIER :
8] 877,0) wILL
----- [l (379,513) BIT STRING UnusedBita: 0 :

T {0,1492) SEQUENCE

B-T5 (4,956) SEQUENCE

@@ {(8,3) CONTEXT SPECIFIC (0)

----- {13,9) INTEGER :

B9 {24,13) SEQUENCE

#-Tg (39,66) SEQUENCE

&% (107,30) SEQUENCE

&% (139, 66) SEQUENCE

T8 (207,546) SEQUENCE

=@ {757,204) CONTEXT SPECIFIC (3)
B-Tg (760,201) SEQUENCE

T {763,15) SEQUENCE

T (780,14) SEQUENCE

B (755, 165) sequence)

=-[&] (810,151) OCIET SIRING
[ (s13,148) IAS STRING :

-T2 (964,13) SEQUENCE

..M (966,9) ORJECT IDENTIFIER :

- (977, 0) wILL

I (979,513) BIT STRING UnussdBits: 0 :

netscape-comment

mdowithRSAEncryption :

'2.16.840.1.113730.1.13"

'MDS-collision bits:~»T¥EGAI LaQy|IF! ~DwEhD ' 4904 (heEnt<"RO&~QU1-hilat

"1.2.5840.1135458.1.1.4"

'E50CCSTFDTDA3D49A8285FTESB2TD0AC05TT994636074C345338CF623095446F2RE4E

'DEADBEEFO0DERDBEEF'

€ (799,9) OBJECT IDENTIFIER :

mdSwithRSAEncryption :

netscape-comment : '2.16.540.1.113730.1.13"
'MDS-collision bita:~»U¥EGAL LsQp|IF! ~EwEnD! d90s4 Uh»ant<{I"ROa~QU ] hilat

'"1.2.840.113549.1.1.4"

"850CCSTFDTDA3 049828 5FTE3SB27D06C0577994636074C345338CF623095446FEREG




X.509 anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

* Meanwhile at the team of E. A. Grechnikov: collisions for 75-step reduced SHA-1

* NIST selected Keccak (2012-10-02) as the basis for SHA-3

- O

Q@ & http://localhost/collision/indexphp O = & & || & Collisions for 75-step reduc... N & Lt

74 ][e282¢133a7d1b8e5142£50e6112456896268c2f |[d8adb231b3ce08c26dad¢351a4a4218d81338aca ||

75 ||9250b597£77d85324fd5520a8d0£cf9223bel 48c ||9250b597F77d85324fd5520a8d0fcf9223bel 48 |

[76  |2021b9a50ad6c3a031d5760dbfe3f311393a8cc |[9a4d2b687d7d6fdaal684cfb84d08fc252ecPeTa |

[77  |a5b3b3d32c9c59cd 7715865 cabfbasfec8cd78  |bdae2499eb3617929d5d92b6416c146c8Tbddees |

[78  |fad57dbad9114c267eb39babTecd2e1b277487216 |[21£3531533c2bf2d4b6c8a06ed70054afd9f1071 |

[79  |[8082863614ad183099c658035389feed14ccf0826 |18b5c5eblde7f6cd63c9145402¢0012add4937H |

80 |[791244743b36£dbc9c1273b2c2cflef314bdadd ||8366231ch05717f68b82093de9579c76202f56de|

lshal()||[7e91244743b36fdbc9c1273b2c2cflef314bdad4 |[8366231ch0571768b82093de9579¢76202f56de|

red: SHA-1 collision 1s found

oreen: final (80-step) value of third-party SHA-1 implementation - shal S0rounds()

black: final (80-step) value of official PHP SHA-1 implementation - shal() v




X.509 anatomy

MD5 collision and Flame, WuSetupV.exe

m Certification Path

| General | Details |Cerh'ﬁn3h'on Path

| General | Details |Cerh'ﬁn3h'on Path

Certification path

[5] Microsoft Root Authority

@ Microsoft Enforced Licensing Registration Authority CA
gl Microsoft LSRA PA

(=ls|

View Certificate

Certificate status:

is certificate has expired or is not yet valid.

Shaowes | <All=

Field

Serial number

nature algorithm
Signamre hash algorithm
Issuer
valid from
Valid to
Subject

= ikl L

mdSRSA
md5

Microsoft LSRA PA, partners, ...

2010, februdr 19, 22:43:39
2012, februar 19. 22:48:39
M5

RSA (IN48 Rite)

mdSR.SA

Shaowes | <All=

Field

Serial number
SignaiJJre algorithm
Signamre hash algorithm
Issuer
alid from

Valid to

= Subject

[T

Value

1b 7e
mdSRSA
md5

Microsoft LSRA PA, partners, ...

2010, februdr 19, 22:43:39
2012, februar 19. 22:48:39
M5

RSA (IN48 Rite)

CM =M5

Edit Properties. .. Copy to File. ..

Learn more about certificate details

Edit Properties. .. Copy to File. ..

Learn more about certificate details

Learn more about certification paths

o | o |




X.509 anatomy

MD5 collision and Flame, WuSetupV.exe
* Marc Stevens: chosen-prefix collisions

» Alex Sotirov: analysis of Flame certificate

Flame cerfificate Certificate signed by Microsoft
Serial number, validity Serial number, validity
CN=MS
+229 Chosen prefix CN=Terminal Services LS
2048-bit RSA key (difference) +259
(271 bytes)
+500
+504 +504
birthday bits _
+512 +t512
RSA key (509 bytes?)
4 near collisions blocks
issuerUniquelD data (computed)
+768 +768
+786
Identical bytes X509 extensions
(copied from signed cert)
T ~ +1392 +1392
- Al MDS5 signature MDS5 signature

OF ‘.'p
B'TS -



Windows and cryptography

We are working with smart cards, cryptographyr
tools since 1993. Why are these hot topics in | .
Hungary nowadays?

. new (simplified) regulation for digital |
signatures in Hungarian e-government
using software tokens with qualified
certificates (PKCS#12: .p12/.pfx files)
for creating advanced electronic
signatures

(see: Governmental Decree
No. 78/2010. (lll. 25.) Section 5. (2))

. new contactless cards for students,
mass transit and e-government

some of them contains PKI
(e.g.: SmartMX)




Windows and cryptography

- — ryptoraphi e | APl (Application Programming Interface):
gen (HE emay | | SLSmuad aumer: | high-level interface for developers
I Vo e.g. CryptSignHash(), CryptSignMessage()
[ J (MS CryptoAPI, CNG, PKCS#11)
[ 1 ( e | CSP (Cryptographic Service Provider),

— I I S KSP (Key Storage Provider):
Wendor-specific CSP [ Bizzis?dpll : : Smsag(csaprldleSP : Vendor KSP HW and SW tOken driver from Vendor
| |

e.g. addressing private keys and key slots
Uendursmar‘tcard} vendor smart card | [ vendor smart card (Gemalto’ Oberthur’ G&'D)
rmaodule rnodule rmodule
Cardvendorl.dll Cardvendorl.dll Cardvendorl.dll
, APDU (Application Programming Data Unit):
| Wil | general rules for data structures
e.g. 00 BO 00 00 FF
[ Windows 2P oo o Winboos e SocHost | (ISO/IEC 7816-4 APDUs or pseudo-APDUs)
$ gg gg HW token reader:
Teaer 1 Py Py WinSCard.dll: selects remote or local service
source: microsoft.com SCardSrv.exe: selects device and its interface

(http://msdn.microsoft.com/en-us/library/bb905527.aspx) e.g. native interface Of registered deViceS

(PC/SC interface is common)



Windows certificate stores

,Let’s dump the protected imported private keys from a Windows Server!”



Windows certificate stores

What does Microsoft tell us about CertOpenStore? Cert Opensiore
., 1 he store provider function copies its certificates [...] Cmmlopismrepm
to the in-memory store [...]. The new store provider Returms

function can use any of the CryptoAPI [...] functions, [...], l

to add its Certificates and CRLs to the in-memory store.” I O

rgpvStoreProvEunc Array

... but also copies CRYPT_EXPORTABLE flag of private keys!!!

oo [0] Pointer
... and these flags can be modified!!! [1] Pointer
Certificate Store [B] FI a | rltEr
Certificate Block Certificate Block Certificate Block
l Pointer to Next Certificate Block I’ A I Pointer to Next Certificate Block r A l Pointer to Next Certificate Block r
[ Pointer to Certificate Data ] [ Pointer to Certificate Data | [ Pointer to Certificate Data ]
AN \ \ CertStoreProvsetCRLProperty
) ) ) Callback
Certificate Data Certificate Data Certificate Data
Read-Only Certificate Context Read-Only Certificate Context Read-Only Certificate Context
[ Issuer Name I [ Issuer Name l l Issuer Name ]
| Subject Name J 1 Subject Narne | | Subject Name J CertStareProvReadCenCallback |-
[ Subject Public Key I [ Subject Public Key ] [ Subject Public Key ]
[ Serial Number | [ Serial Number | [ Serial Number |
[ ] I ] l ]
Dynamic Extended Properties Dynamic Extended Properties Dynamic Extended Properties CEﬁStDrEPrDVClDseca”baCk it
[ Handle to Private Key's Key Container I ] Handle to Private Key's Key Container I [ Handle to Private Key's Key Container ]
l Hashing Algorithm Properties I | Hashing Algorithm Properties l l Hashing Algorithm Properties I source: m.lcrosoft .com
l | l J ! ] (http://msdn.microsoft.com/en-us/library
source: blackhat.com /windows/desktop/aa382403.aspx)

(https://media.blackhat.com/bh-eu-

11/Jason_Geffner/BlackHat_EU_2011_Geffner_Exporting_RSA_Keys-WP.pdf)




Windows certificate stores

Jason Geffner (March 18, 2011) at Black Hat Europe 2011 also talked about this
issue, but his Proof-of-Concept code covered just newer operating systems:

° 1 e T R
ncrypt.dll is needed P . —TN

PROV_RSA_FULL, PROV_RSA_FULL,
. . CRYPT_VERIFYCONTEXT); CRYPT_VERIFYCONTEXT);
Windows Vista/7 ) - Tl >
indows S 2008/2008 R2

CALG_RSA_KEYX CALG_RSA_KEYX

W]n Ows >erver CRYPT_EXPORTABLE, B

2012/2012 R2 iy a
) CryptExportKey( CryptExportKey(
hKey, hKey,
NULL, NULL,
PRIVATEKEYBLOB, PRIVATEKEYBLOB,
] 0
NULL, NULL,
&dwDatalen); &dwDatalen); )
wprintf_s( wprintf_s( (
L"GetLastError() returned 0@x%088X", L"GetLastError() returned B@x%08X",
GetlLastError()); GetLastError()); \
return 0; return 9; [
} }
. GetLastError() returned 9x00000000 GetLastError() returned 9x8009000B
Our solution also works on other ,
i —
(older) operating systems as well! ~— —

: ‘\ —
source: blackhat.com
° : (https://media.blackhat.com/bh-eu-
C rypt32 ° d I‘ l 1S need ed 11/Jason_Geffner/BlackHat_EU_2011_Geffner_Exporting_RSA_Keys-WP.pdf)

Windows XP/Vista/7/8
Windows Server 2003/2003 R2/2008/2008 R2/2012/2012 R2



Windows certificate stores

How can our tool export protected keys?

CertOpenStore(), CertEnumCertificatesinStore()

creates a copy of certificate store (without private keys)
makes a list of stored certificates and their properties

CryptAcquireContext(), CryptAcquireCertificatePrivateKey()

sets CSP and CRYPT_SILENT or CRYPT_ACQUIRE_SILENT_FLAG flags
CryptGetUserKey()

gets handle that manages private key (in a CSP) for each listed certificate
CRYPT_EXPORTABLE, CryptExportKey()

sets CRYPT_EXPORTABLE flag in copy of certificate store (memory)
gets PRIVATEKEYBLOB from a separate store (PKCS#12 - .pfx/.p12 files)



Windows certificate stores

What can be the countermeasures?

. use HW tokens for storing private keys (if it is possible)
. do not copy CRYPT_EXPORTABLE flags (Microsoft should fix it)
. ,Enable strong private key protection” of SW tokens is not enough (SILENT)
use PKCS#12 (.p12/.pfx) SW tokens that really store encrypted private keys
B
RSA Laboratories.

PKCS 12 v1.0: PERSONAL INFORMATION EXCHANGE SYNTAX

PFX::== SEQUENCE{

version INTEGER {v3(3)}{v3,...),
auth Safe Contentinfo,
macData MacData OP TIONAL

}
MacData ::= SEQUENCE {

mac Digestinfo,
mac Salt OCTET STRING,
iterations INTEGER DEFAULT1

-- Note: The default is for historical reasons and its use is deprecated. A higher
--value, like 1024, is recommended.




Windows certificate stores




PIN/password-management

,Let’s play with PIN/passwords of HW tokens!”



PIN/password-management

What does Microsoft tell us about PIN/password cache?

,, 1he Base CSP internally maintains a per-process cache of the PIN to enable
caching. The PIN is stored encrypted in memory.”

source: microsoft.com
(http://msdn.microsoft.com/en-us/library/bb905527.aspx)

CWA 14169 . which means, that in one
March 2004 session the PIN/password can
be cached.
Secure signature-creation devices “EAL 4+”
‘ ) ... but Common Criteria EAL 4+
5.1.3.3 Timing of authentication [FIA_UAU. - T _ ;_1 evaluated HW tOkenS

TR %HE § have to enforce successful
8- 5 g A T0F anla ssco of | aUthentication (and user

e import.

o er and the TOE by | 1Nteraction) before each

FIA_UAU.1.1 The TSF bl g

| gaiwisied ael between the SCA and the TOE by funCtlon Call!

10 FTSE required by FTP ITC 1/DTBS import ]
g narf of the user to be performed before the user is authenticated.

_ | PIN/password cache
FIA_UAU.1.2 The TSF shall require each user to be successiully authenticated .
before allowing any other TSF-mediated actions on behalf of that user. Capab]l]ty depends on CSP!

source: cenorm.be
(ftp://ftp.cenorm.be/Public/Cwas/e-europe/esign/cwa14169-00-2004-Mar.pdf)



PIN/password-management

We assume that CSPs does not keep PIN/password in cache. Can we still automate
PIN/password setting for each signature creation? What function shall we use?

. CryptSetProvParam()

The application can cache the PIN/password and use it in the background!

—

- ; _g—
/ ~ S — —— - \
BOOL WINAPI CryptSetProvParam(
in HCRYPTPROY hProv, )

__in DWORD dwParam,
) in const BYTE *pbData,

in DWORD dwFlags

o

PP_KEYEXCHANGE_PIN Specifies that the key exchange PIN is contained in pbData. The PIN is represented as a )
32 (0x20) null-terminated ASCII string.
PP_PIN_PROMPT_STRING Sets an alternate prompt string to display to the user when the user's PIN is requested. The pbData |
44 (0x2C) parameter is a pointer to a null-terminated Unicode string that contains the string.

PP_SIGNATURE_PIN Specifies that the signature PIN is contained in pbData. The PIN is represented as a null-terminated

33 (0x21) ASCII string.

PP_SECURE_KEYEXCHANGE_PIN  Specifies that an encrypted key exchange PIN is contained in pbData. The pbData parameter /
47 (0x2F) contains a DATA_BLOB. \

PP_SECURE_SIGNATURE_PIN Specifies that an encrypted signature PIN is contained in pbData. The pbData parameter contains a ,

48 (0x30) DATA BLOB. Yy
,—\ .

V_\ .
source: microsoft.com

(http://msdn.microsoft.com/en-us/library/windows/desktop/aa380276.aspx)




PIN/password-management

How can our tool use PIN/password of HW tokens automatically in the background?

CryptAcquireContext()
retrieves handle of CSP that contains private key of chosen certificate
CryptSetProvParam()

sets given PIN/password - since NTDDI_WINXPSP2 - (using handle of
CSP) for PP_SECURE_KEYEXCHANGE_PIN or PP_SECURE_SIGNATURE_PIN

CryptCreateHash()

initializes and returns handle of hash value
CryptHashData()

sets data to be hashed (using handle of hash value)

CryptSignHash()

creates signature oo (N



PIN/password-management

What can be the countermeasures?

we can not clearly decide whether PIN/password cache is ,,good” or ,,bad”
(e.g. imagine that someone has to sign digitally hundreds of documents a

day - after visual verification of contents - using a smart card with
PIN/password)

. but if you need this functionality, be sure that either signature-creation
application or CSP manages PIN/password values in a secure way

(e.g. source code analysis at

;} Common Criteria Common Criteria EAL4 level or
4 . above)

|'j|.'1— '
: mnduc’." a focused sefuch of ST ELIId'ﬂlC&

source: commoncriteriaportal.org
descnpnon and 1111plem::nmtlon 1ep1esent1tlon to 1dent1f} poss1ble potential (httP:/ /www.commoncriteriaportal.org/files
vulnerabilities in the TOE. /ccfiles/CEMV3.1R3.pdf)




- ..
Communication channels

,Let’s check the digital signatures of the CSP layer!”



- ..
Communication channels

What do we know about secure HW tokens?

. most of them are certified based on FIPS or Common Criteria
e.g. G&D SmartCafe Expert 3.2 FIPS 140-2 level 3, Common Criteria EAL 5+
e.g. such certification costs about $250.000

... but these certifications cover just the HW tokens themselves!
... in most cases they do not tell us anything about running environment!

The CSPs are protected: they are signed by Microsoft!

... but is it enough?
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Communication channels

— P s _=meee | The CSPs are protected: they are signed
e | | S === | by Microsoft!
| | ,vendors can develop hardware or

software CSPs that support a wide
—- cee1 | | o — range of cryptographic operations and
l—' ‘ — technologies. However, Microsoft must
e | [ e | [ e | certify and digitally sign all CSPs.”

Basecsp.dll ScEP.dll

Wendor-specific CSP I |

| | source: microsoft.com
! (http://technet.microsoft.com/en-us/library/cc776447.aspx)

Yendor smart card
module
Cardvendorl.dll

vendor smart card
rmodule
Cardvendorl . dil

Wendor smart card
module
Cardvendorl . dll

CSP signature is an extra security layer

| i ' on .dll files which is created by
cspSign.exe (separately stored .sig file
[ wiindows i?:arSth?;gEfeszzrifu’?nr\dqg?vzggirsts::NSiEEHust.exe I Or embedded into resource file).
Sn';rtérd Sré%rd Sm;r;:érd
reader #1 reader #2 reader #3

source: microsoft.com
(http://msdn.microsoft.com/en-us/library/bb905527.aspx)
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How can we change parts of a sighed CSP in the background?

. all .dll files of CSP are signed by Microsoft, but
just registered .dll file of CSP is verified by Windows!

dependency tree of .dll files of CSP is not checked
In our real-life experience we sent all parts (sdxcsp.dll and SDXCSPDlg.dll) of our

CSP to Microsoft to be signed. The sdxcsp.dll file was set in the registry, but this file
imported also the SDXCSPDlg.dll (in which content could be modified)!

Cryptographic service Provider

&) sdcsp.dl #import "..\SDXCSPDlg.dll"

using namespace SDXCSPDLGLib;
&' Microsoft
-’ BOOL WINAFPI CSDXCSPClass: :CPDestroyKey (HCRYPTFROV hProv, HCRYPTEKEY hEKevy)
| %] spxcspoig.di | {
return m comPtr->CPDestroyKey (hProv, hKey):

}
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What can be the countermeasures?
. explicitly verify all .dll files of CSP loaded into memory
e.g. tools can be used that verify hashes of files based on ,,white lists”

. enforce verification of all CSP files by Windows (Microsoft should fix it)
T ——— __

—

€ Signing CSPs ‘ o .

) CSP Signing Process
When you have tested your CSP and it is ready to be signed by Microsoft, provide the information requested below and submit it with your CSP to
cspsign@microsoft.com. Although the use of multiple DLLs is not recommended (see the section Writing CSPs), all of the DLLs associated with a CSP must be signed
)by Microsoft to enable the CSP to be used with the released versions of Windows XP, Windows 2000, Microsoft Windows NT™ or Microsoft Windows 95 and later. )
C

SPs are generally signed within one to three business days. Please note that technical questions should be sent to the CryptoAPI discussion group and not to

cspsign@microsoft.com. !
To comply with U.S. export regulations, Microsoft is required to report the following information to the U.S. Government biannually for each CSP it signs:

® Company hame

* Complete address, including country

® Contact name /

® Final name of CSP {example: Acme32.dll)
® Algorithms and key lengths
* Brief description of CSP, including any general programming interfaces and standards or protocols to which your CSP adheres

'\/_\ ———— /_\/
source: microsoft.com
(http://msdn.microsoft.com/en-us/library/ms953432.aspx)

... but at CNG (Cryptography API: Next Generation) where KSPs (Key Storage
Provider) can be created, it seems, that these rules will change!



- ..
Communication channels

,Let’s dump the communication of HW tokens!”
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Communication channels

The communication channels between HW tokens and their CSPs should be
protected...

,PC/SC functionality is exposed to applications via the Windows Smart Card
(WinSCard) client API, implemented in winscard.dll and, to a lesser degree,

scarddlg.dll. [...] Each command is sent to the card via the WinSCard function
SCardTransmit.” source: microsoft.com

(http://msdn.microsoft.com/en-us/magazine/cc163521.aspx)

... but winscard.dll can be replaced without any error!
... communication between CSP and smart card can be monitored!
... and in most cases these communication channels are not encrypted!




Communication channels

How can we monitor communication channels between HW tokens and their CSPs?

. create fake winscard.dll

works as a proxy, and creates logs (e.g. about PIN code)
kind of DLL preloading attack (see Dynamic-Link Library Security topic)

... even if ,SafeDllSearchMode” registry is present and is set to value ,,1”!

£YWindows | Dev Center - Desktop

Horme  Dashboard  Docs Sarmples Downloads  Support Cormrmunity

D Center - Dezktop > Docs > Windows Dewelopment Reference > Syster Services > Dwnamic-link Libmries = About Dywnamic-Link Lib@ries = Dynamic-Link Lib@ny Ssanch Cnder

Dynamic-Link Library Search Order

Search Order for Desktop Applications

If SafeDlISearchMode is enabled, the search order is as follows:

. The directary from which the application loaded.

The systern directory, Use the GetSystemDirectory function to get the path of this directory,

. The 16-hit systern directory, There is no function that obtains the path of this directory, but it is searched.
. The Windows directory, Use the GetWindowsDirectory function to get the path of this directory,

. The current directory,

F R vt o

. The directories that are listed in the PATH environment variable, Mote that this does notinclude the per-application path specified by the
App Paths reqgistry key, The App Paths key is not used when cornputing the DLL search path,

source: microsoft.com

(http://msdn.microsoft.com/en-us/library/windows/desktop/ms682586.aspx)
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What can be the countermeasures?

. be sure that encrypted APDUs (e.g. PIN codes) are sent to HW tokens

CWA 14890-1 e.g. use elD framework or
March 2004 other CSPs that implement

Application Interface for smart cards also optional parts of
used as Secure Signature Creation Devices CEN CWA 14890 requirements

Part 1: Basic requirements .
q (see ,,Secure Messaging”)

8.2.2 SCA in untrusted environment
A device authentication shall be used if the operating envifgpgse®

wmihe card cannot be

entirely trusted. This can be the case in publm (i B ther devices, that
cannot provide a trusted channel F & PKCS#11 interface(s)
= Ionepin-opensc-pk«sﬁ.dll ] CrytpoAPl interface
»D
- | openscpestian | cardmod.di
: [ presistoolexe | /
i . . ™| opensc.di I
pltual. The ICC shall authenticate the IFD and vice versa. The I-—'"
ucation, however, may differ, depending on the implemented scheme I opensc-10ol.exe

After successful device authentication, session keys are available on both sides to be
used in subsequent transmissions. The appropriate secure messaging is in compliance v

N
with ISO/IEC 7816-4 [11] and described in 9 “Secure Messaging” on page 9-67. / Upensc | winscard.dll I

Examples for an untrusted environment are source: opensc-project.org

+ SCA and SSCD are not at the same location, i.e. the card is remote (http://www.opensc-project.org/opensc/wiki/MiniDriver)

source: cenorm.be
(ftp://ftp.cenorm.be/Public/Cwas/e-europe/esign/cwa14890-01-2004-Mar.pdf)
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,Let’s use HW tokens remotely without any user interaction in the background!”



LSA

Communication channels

kerberos

ZcH elper

WinsCard

cnd.exe
net use Ssmartcard

Client session

Srnart card
reader

SCardSvr

f

WinScard

rdpdr.sys

Session 0

Terminal server

MSTSC

Client computer

The communication channels between
HW tokens and their CSPs should be
protected...

The winscard.dll is also important

at forwarding communication either to
local devices or to remote devices
(connected in Terminal Session).

... but we can also replace original
winscard.dll on a remote machine,

source: microsoft.com
(http://msdn.microsoft.com/en-us/library/bb905527.aspx)

co L2 WINDOWS' system32h cmd.exe

Cisorguery sezsion ACOUMTER

SESSIONHAME
»console
rdp—tcp
rdp—tcphd
Total sessions
Total sessions
Total sessions

(R

USERMAME
aron .zzabho

aron.zzabho
created: 4
disconnected: 1
reconnected: 2

STATE

Active
Listen
Active

and inject APDUs remotely!

TYPE DEUVICE
wdcon
rdpud
rdpud
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How can we execute HW token commands remotely?
. locate a server which can be accessed

replace winscard.dll with fake one in order to log all APDU communications
. sleep()

wait for e.g. system administrator to log in to this attacked server via RDP
. monitor and replay APDUs

if the ,,Smart cards” local device was connected via RDP by remote user ...

if the HW token of remote user was in the reader...

if the HW token was used during this RDP session by remote user ...

then we get APDUs (including PIN/password)!

then we can replay these APDUs whenever this RDP session exists!
then we can create digital signatures remotely in the background!
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What can be the countermeasures?

. if you need to administer another 98 Remote Desktop Connection
computer remotely, do not use RDP %

. if you use RDP, do not connect
,omart cards” local devices

Generall Dizplay  Local Resources | F'ru:ugramsl E:-:perienu:el Securit_l,ll

— Femote computer sound

. @E{ IBring to this comprker j
. if you connect ,,Smart cards” local ) N
. — E.evboard
devices, do not leave your HW token ‘ﬁy e
: . [far example ALT +T AR L
in the reader or in the USB port ity -

Connect I Cancel Help Dptionz <<
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Thank you!




